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NEW UPGRADE
1Password 7 for Mac is here!
The Biggest Mac Upgrade In Years
By Peter Baldwin
Monday, September 10

In 2015, I reviewed and promoted 1Password 5, and since then I have
been using the Mac version of 1Password without any requirement to
pay for later upgrades.
AgileBits has kindly supplied me with a six month subscription upgrade
to 1Password 7 for review and demonstration purposes.
This recently released 1Password 7, which requires macOS Sierra, is
the first paid upgrade from AgileBits for a number of years.
If you have a stand alone license for version 6 (currently $2.99 USD per
month), you are able to download the new app and continue as normal.
If you install 1Password 7 through the Mac App Store, it will only be
available through the subscription model.
However, you can still purchase the app outright as a paid upgrade from
1Password 6 but only directly through the AgileBits website. 1Password
7 will cost $49.99 USD for a limited time before going back to its usual
$64.99 USD. Licenses are per-person, per-platform, therefor you can
use your single license on as many Macs as you have.
This latest version of the popular password manager is a major update
with dozens of new features and improvements, including a new darkthemed, collapsible sidebar that makes it easier to use and manage
password vaults.

1 Password mini has been redesigned and It can now suggest the log-in
items you are most likely to use while in your browser or within apps. If
you want to access your vaults, you now simply have to click "All Vaults"
on the redesigned sidebar to bring up an interface where you can drag
and drop log-ins to organise them or to create new vaults.
All of 1Password's security tools have now been bundled together in a
single section called the Watchtower, which is accessible via the
1Password 7 sidebar.
It will warn you of security breaches, highlight vulnerable passwords
and check your credentials against the “Have I been Pwned” database.
If it finds any of your passwords on the website, a notification asking
you to change it will pop up. It will also notify you if you are logging into
a service that has two-factor authentication you have not enabled yet
and if you are trying to log into an unsecured HTTP website.
It also lets you know when your passwords are not very strong and
easily “Broken ” or when you have saved login information for websites
that use the less-secure http:// instead of https://, and when you are
storing passwords for websites that use two-factor authentication but
have not yet set up the process in 1Password's app.
One great feature of Watchtower is that it tells you when you are
reusing the same password for different services. The list of repeated
passwords for many online accounts is apparently very common
amongst the majority of computer users. This is a bad security practice
which will almost guarantee that your other accounts will get broken into
once your "usual" login is leaked as a result of a hack.
1Password's new inclusion "reused passwords" warning should provide
you with the incentive to curtail this extremely bad habit.
1Password 7 now helps users sign in to their favourite apps by showing
them suggested logins for the app they are currently using. If a user is
signing into the App Store, for example, they can click the 1Password
icon in the menu bar to see their Apple ID and simply drag and drop
their username and password to log in.
Listed below are some of the changes introduced in this latest
Upgrade:
• The new "pop-out" feature allows you to view an item in a window
of its own and keep it handy.
• Secure notes are now rendered using Markdown.
• Quick Open allows you to quickly jump to your items or vaults (find
it under the File menu).

•

A new custom password font, “Courier Prime Bits” makes it easier
to view passwords.
• A new password strength meter.
• Touch ID now leverages your computer's Secure Enclave, making
it more secure than ever before.
• Login items now have an attractive, custom rendered icon by
default.
• Remove duplicate items on a per-vault basis by clicking Help >
Tools > Clean Up Duplicate Items.
• Integration with Spotlight allows you to find your items using
Apple's built-in search engine.
• Opt in to automatic updates and never be left behind again.
There are many new minor features, such as new fonts, the ability to
use formatted text and notifications to warn you if your credit cards and
passport on file are near their expiry dates. Plus, it has been designed
to load faster and use less memory than its predecessor.
Click Here to learn about the new features and improvements in
1Password 7 for Mac.

Is the Upgrade Worth It?
Many of the changes outlined above are designed to and will definitely
improve your user experience. There are also a few cosmetic changes.
✦ If You use a previous version of 1Password:
1Password, in my opinion, is one of your most important apps and
therefor you should seriously consider upgrading in order to ensure
continued support from AgileBits.
If you are unfamiliar or feel insecure with software subscriptions, then it
may be easier to just purchase a license.
✦ You do not currently use a Password Manager:
I strongly suggest that you should, and I would recommend that
you consider trying the 30 day trial for 1Password 7.
In my opinion, a password manager is the best way to keep yourself
from depending on very poor passwords or forgetting good passwords.
I know many Mac users who use 1Password because of its excellent
Mac integration, superior security record, and cross-platform flexibility
with iOS and other Operating Systems.
Overall, the changes to 1Password 7 are both positive and welcome,
and while only you can decide if the upgrade, or new purchase, is worth
the money, the app does remain an essential tool for Mac users.

Bottom line:
Everyone should use a Password Manager, because there is no safety
in re-using passwords across sites and services, nor in using
passwords that are too short and weak to prevent cracking should the
inevitable occur, and the password database is breached.
1Password continues its gradual improvement in ease of use,
especially with the addition of app-based password matching and drag
and drop entry. Improving its display of potentially compromised
passwords is a great help for users in consolidating a security review as
well.
By installing 1 Password 7 for Mac, you are taking the first step to
increasing your online security and making your computing more
convenient!
This is a great app which goes far beyond Apple’s Keychain.
You cannot really put a price on how important a tool this is for your
secure online life.
The app remembers all your passwords for you, and keeps them safe
and secure behind the one Master Password that only you know.
I use the app several times every day and it works fast without any
problems.
The 1Password app uses end-to-end encryption, so your data is only
ever decrypted offline. The encryption keys never leave your device,
and you are the only one who can see your passwords.

Make Guessing Harder: Build Them Better:
Choose Them Faster: Make Them Stronger

Highly Recommended

